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Figure 1: ePhyto Steering Group Members 

[L-R: Diego Quiroga (AR); Peter Neimanis (AU); Maoyu Chen 
(CN); Josiah Syanda (KE); Christian Dellis (US); Walter 
Alessandrini (AR); Craig Fedchock (IPPC Secretariat); Nico 
Horn (NL, Chair)] 

As the Chair of the Asia and Pacific Plant 
Protection Commission (APPPC) ePhyto1 Working 
Group, I am pleased to provide input to the first 
edition of our trimonthly newsletter -“The ePAN”.  
Please note that the first edition is large as there is 
so much work we would like to tell you about and 
I encourage you to read it all.  

The development of electronic phytosanitary 
certification (ePhyto) frameworks with our  

                                                             
1 An ePhyto is the electronic version of a phytosanitary 
certificate that contains phytosanitary data in XML 
format. All the information in a paper phytosanitary 
certificate is also detailed in the ePhyto in coded form. 
ePhytos can be exchanged electronically between 
countries or the data printed out into a paper-based 
phytosanitary certificate. ePhytos should be produced 
in accordance with ISPM 12 and its APPENDIX.  
 

Internal and external distribution 

trading partners is one of the main objectives for 
the Department of Agriculture. This work has 
been identified in our business plan as a key 
deliverable for the Plant Export Operations. The 
release of -“The ePAN” will guide our external 
and internal stakeholders about progress with 
this work and the path we are taking. 

The Commission on Phytosanitary Measures 
(CPM), as the governing body of the International 
Plant Protection Convention (IPPC), agreed on the 
need to develop a global hub system for issuing 
ePhytos with the aim of improving trade between 
national plant protection organisations. The hub 
model is less costly than the existing paper-based 
methods and will significantly strengthen global 
harmonisation and adherence to the IPPC 
standards for phytosanitary certification. CPM-10 
(2015) supported recommendations to progress 
ePhyto and develop a global hub to facilitate trade 
between various national plant protection 
organisations.  

The development of web based ePhyto systems 
connected to the hub in some pilot countries is an 
exciting and challenging task. This work will 
require significant resources and planning. Having 
said that, I have noticed that my work area has 
made considerable progress in ePhyto 
development in the APPPC region within a short 
time.  

For instance, Australia has recently finalised its 
draft APPPC work plan titled “Implementing a 
Global ePhyto Framework into APPPC countries” 
to develop ePhytos in pilot countries over three 
years. This work plan was prepared in 
consultation with its steering group members. It 
will be tabled at the 29th session of the APPPC 
meeting in September 2015 in Indonesia for 
endorsement after comments are received from 
the Chair of CPM bureau and the APPPC ePhyto 
Working Group. The Working Group has also 
developed a “Readiness Document” to prioritise  
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APPPC countries for potential ePhyto 
development and consolidated its country survey 
reports into a single document to capture the 
ePhyto status of its members.   

The department also lodged an Expression of 
Interest for the third round of the Government 
Partnerships for Development (GPFD) funding 
scheme administered by the Department of 
Foreign Affairs and Trade (DFAT) seeking three 
million dollars to undertake ePhyto development 
in pilot countries. My work area also recently 
coordinated an interdepartmental meeting to 
determine how the department should coordinate 
and implement ePhytos, as well as to discuss 
consequential general market access connection 
issues with the APPPC countries. It’s encouraging 
to note that the participants agreed to form an 
informal working group to discuss ePhyto 
development. 

I would like to take this opportunity to thank the 
ePhyto Steering Group, Working Group, and 
international and national stakeholders for the 
support and encouragement given to us for future 
ePhyto development in participating countries.  

Finally, I would like to acknowledge the APPPC 
ePhyto Working Group for their contributions and 
Chin Karunaratne for bringing it all together. 

ePhyto Captures (good) Spirit of 
Australia 
 

 

Figure 2: Colombo Port, Sri Lanka (Source: Wikipedia) 

Electronic phytosanitary certification (ePhyto) 
was developed over the last decade. There has 
been a strong interest in determining how 
National Plant Protection Organizations (NPPOs) 
could electronically share information being 
exchanged in paper form. The advantage of this  

 

process lies with the efficiency of exchanging 
many phytosanitary certificates between various 
NPPOs within a short time. Considering the 
increase in the volume of trade our neighbouring 
partners would be handling within the next 
decade, the benefits associated with developing a 
global electronic phytosanitary exchange system 
far outweighs its initial investment.  

Globalization has highlighted the importance of 
Indian Ocean sea lanes for trade and energy 
security. The Indian Ocean, the third largest ocean 
in the world, has now surpassed the Atlantic and 
Pacific oceans as the world’s busiest and most 
critical trade corridor. Several of the world’s top 
container ports, including Kelang and Singapore, 
are in the Indian Ocean. Over 50 percent of the 
world’s container traffic and 70% percent of 
global energy trade transit the Indian Ocean 
passing Sri Lanka. For instance, oil and gas cargo 
ships travel from the Persian Gulf via the Strait of 
Homuz, around Sri Lanka, and, through 
Indonesia’s archipelagic sea lanes into the waters 
of the South China Sea. Reciprocal traffic, carrying 
finished goods comes from China, Japan, Korea 
and Taiwan.   

These numbers will grow over the next decade, 
fuelled by the Asian economic expansion and the 
growing trade in raw materials and energy 
resources from Africa and the Middle East.  

The introduction of an ePhyto framework to the 
Indo-Pacific region, particularly South East Asia 
and the Pacific, will complement the development 
of the Maritime Silk Route by China where Sri 
Lanka and Pakistan will act as major trade hubs 
with the many developing countries in the region. 
It will also provide sustainable economic 
development in the region by improving incomes, 
employment and enterprise opportunities for 
developing countries. 

The global implementation of an ePhyto 
framework will promote opportunities to regulate 
two way trade thereby enhancing efficiency.  
Countries in other parts of IPPC regions (e.g. 
European and Mediterranean Plant Protection 
Organization (EPPO), North American Plant 
Protection Organization (NAPPO), Inter-African 
Phytosanitary Council (IAPSC) etc.) are planning 
future ePhyto developments complementing the 
proposed system. This will ensure the sustainable 
economic development of many countries by 
improving incomes, equal employment and 
enterprise opportunities. 

http://upload.wikimedia.org/wikipedia/commons/0/09/ColomboHarbour-SriLanka02.jpg
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Future ePhyto projects undertaken by the 
APPPC ePhyto Working Group2 

As the Chair of the ePhyto Working Group, 
Australia is planning to implement ePhyto 
projects with pilot countries in the region. Costly 
bilateral agreements between countries (NPPOs) 
are not needed to exchange ePhytos directly 
between national systems (point to point system) 
as the proposed ePhyto system runs through a 
global hub (single point system). This will cause a 
major shift in existing trade practices and policies 
between Australia and various NPPOs by 
harmonising foreign relationships. The 
development and maintenance of a global ePhyto 
hub will be undertaken by contracting parties 
(participating countries) who would be charged a 
small fee.   

The ePhyto certificates transmitted via the hub 
will provide three levels of security such as 
system, data and transmission. This will help to 
reduce the costs associated with expensive 
auditing processes and provide phytosanitary 
assurance to participating countries. Therefore, 
the global ePhyto system will deliver direct 
support to foster smooth, efficient, cost effective 
certification platforms to improve and regulate 
trade which will also promote the economic 
development and welfare of participating 
countries.   

This project will explore innovative approaches to 
project financing; improve the regulatory 
environment for private sector participants; and 
address other constraints to economic growth. 
For instance, the ePhyto framework will engage 
the private sector (e.g. key industry partners) in 
participating countries in the design and delivery 
of ePhyto systems.   

                                                             
2 The aim of the APPPC ePhyto Working Group is to 
ensure the development and implementation of ePhyto 
framework throughout the Asia/Pacific region that are 
consistent with the International Plant Protection 
Convention (IPPC). Its membership consists of 
representatives from countries within the APPPC 
regions who have or are developing ePhyto solutions.  
Participating countries are: Australia, China, Indonesia, 
Japan (non-APPPC), Rep of Korea (vice Chair), Malaysia, 
Philippines and Thailand. Australia has accepted the 
initial chair position. The working group will limit its 
work to focussing on direct ePhyto matters. Other 
phytosanitary matters are out of scope and will not be 
addressed by the working group.  
 

 

The development of ePhyto will have a sharper 
geographic focus on future trade activities and 
promote opportunities for effective gender 
equality. The investments in infrastructure, trade 
facilitation and competitiveness achieved by the 
implementation of this project will reduce the cost 
of doing business in developing countries, while 
trade facilitation ensures that businesses can take 
advantage of international opportunities. The 
investments in effective governance of ePhyto will 
improve the operations of the public sector. This 
would provide a sound regulatory environment 
for stronger growth in the private sector and 
improve employment opportunities. 

After implementation, the sustainability of this 
project will be assured by public/private sector 
partnerships. The participating countries will 
consider imposing a "pay as you go" fee on 
participating industries that use the ePhyto 
system. A portion of this fee would be used for 
development and maintenance of the ePhyto hub.  
Therefore, countries will not need to provide 
ongoing financial support to maintain ePhyto 
platforms of participating countries after they are 
developed as this will be undertaken by 
contributions from local industry. This approach 
will also enhance trade and minimise poverty by 
promoting agricultural productivity.   

How does this concept use Australian 
expertise?  

The APPPC Workshop held in Bangkok, discussed 
the development and implementation of an 
ePhyto framework throughout the Asia/Pacific 
region that is consistent with the IPPC.  An ePhyto 
Working Group was formed that has 
representatives from countries within the APPPC 
regions who have or are developing ePhyto 
frameworks. Participating countries nominated a 
principle ePhyto contact as the Working Group 
member. A secondary ePhyto contact was 
nominated to provide support to the principle 
Working Group member. Australia has accepted 
the initial Chair position with Korea offering vice-
support. The APPPC is looking for Australia to 
take a lead on ePhyto in the Asia/Pacific region 
due to its membership in the ePhyto Steering 
Group (ESG) and ePhyto experience.    
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Australia has two systems for sending and 
receiving electronic certificates for imports and 
exports. For instance, eCert for exports are linked 
to EXDOC and eCert for imports are linked to 
AIMS. These systems were established separately 
to align with the existing export and import 
systems. Of these two systems, eCert for exports 
currently sends certificate data to China (all 
commodities including phyto); USA (phyto and 
meat); Japan (meat with phyto; skins and hides in 
development); Canada (meat); Hong Kong (meat, 
fish and dairy); Malaysia (phyto in trial); 
Netherlands (meat with fish, dairy and phyto in 
trial); Philippines (meat in trial(testing) with fish, 
dairy and phyto in development); Taiwan (meat, 
phyto, dairy and fish in development) and 
Thailand (meat, phyto and fish in development).  
eCert for imports currently receives certificate 
data from New Zealand (phytos) and Netherlands 
(all commodities - in trial(testing)). This system 
commenced in 2012 with electronic certificates 
from New Zealand as a proof of concept. A trial 
has commenced looking at all commodities.  

Australia also uses the 12B version of the United 
Nations Centre for Trade Facilitation and 
Electronic Business (UN/CEFACT) Sanitary and 
Phytosanitary (SPS) schema and on XML data 
mapping which complements the proposed 
system for global ePhyto development. The 
Australian system is compliant with the ISPM 12 
APPENDIX 1.   

Australia is the leading country in Asia/Pacific for 
both import/export electronic certificate 
exchanges with volumes of total phytosanitary 
certificates and number of trading partners and is 
second only to the Netherlands globally. Australia 
already plays a major role in delivering aid 
programs throughout the region. Australia is also 
better positioned to address the ePhyto 
development needs with developing countries in 
the region to successfully implement sound 
project management governance and efficiency 
standards to deliver best value-for-money.  

Therefore, Australia has the knowledge and 
technical expertise to coordinate and effectively 
govern infra-structure and capacity development 
activities associated with the ePhyto development 
in participating countries.  

 

 

 

The benefits associated with using ePhytos by 
participating countries are to:  

 reduce the costs associated with printing and 
shipping paper certificates (manual 
processes).  

 reduce the costs associated with sorting, 
distributing, retrieving, and archiving paper 
documents as paper based systems are 
laborious and inefficient.  

 reduce delays in receiving replacement 
phytosanitary certificates.  

 expedite exchange of specific phytosanitary 
certificates between exporting and importing 
NPPOs, including transparency and added 
convenience of reissued certificates. 

 eliminate fraudulent certificates and increase 
the security and transparency of certificates.  

 decrease the costs associated with expensive 
auditing processes. 

 enable information to be stored and accessed 
electronically in real-time. 

 improve the clearance time of goods at the 
border with pre-arrival processing of ePhyto 
certificates.  

 improve planning for the arrival and clearance 
of plants and plant products at customs.  

 maximize the investment by building on 
existing initiatives. 

 reduce ongoing and costly bilateral 
arrangements. 

 help to link into the World Customs 
Organization “One Window” initiative and 
harmonize codes and processes. 

Australia has drafted its ePhyto work plan which 
will be provided to the APPPC ePhyto Working 
Group for comments in future. This work plan will 
be presented to the APPPC 29th Session in 
September 2015 in Indonesia for endorsement. 
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Figure 2: ePhyto framework 
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Status Updates from Some 

Countries of the ePhyto APPPC 

Working Group 

China 

China is prepared to engage in the construction of 
a global ePhyto framework with participating 
countries and considers the work to be important.  

Firstly, the use of ePhytos could speed up the 
clearance of consignments. For instance, the 
quarantine authorities at Chinese ports could 
inspect and verify ePhytos in advance. This will 
speed up the clearance of consignments to less 
than two days, as China’s NPPO will receive 
ePhyto data from participating countries in real 
time.  

Secondly, ePhytos will prevent the use of 
fraudulent certificates and provide a good 
platform to increase the efficiency of operations. 

Thirdly, ePhytos will set up a smooth 
communication channel. This will increase the 
exchange of phytosanitary communication 
between countries, and promote international 
trade.  

However, China may not receive any support from 
its key industry bodies to sustain its ePhyto 
framework after development at this stage. We 
also have legal issues with the use of digital 
signatures as authentication for the clearance of 
consignments.  

China is prepared to cooperate on ePhyto with 
other countries. This system will facilitate trade, 
promote paperless certification, and ensure the 
quality and security of the imports and exports. 

Japan 

We share the positive views of other countries in 
CPM10 about a global ePhyto framework. We are 
aware of the challenges associated with the 
establishment of a global ePhyto framework and 
also its many advantages.  

We already have a single-window import/export 
clearance system called the NACCS in 
collaboration with other border control agencies. 
However, we would save the costs associated with 
bilateral consultations to establish protocols,  

 

when the proposed ePhyto hub system is 
operational in Japan.  

The other possible benefits to the NPPOs include 
significant reduction in fraud and shorter 
timeframes between issuance and receipt of 
certificates. The industries would benefit from 
reduction in administrative processes with 
stakeholders when the global hub system is 
working. Japan is also examining the other 
benefits associated with the ePhyto system.  

We are unsure about the support that would be 
provided by our key industry bodies for the 
maintenance of the ePhyto framework after its 
development. It is likely that most issues will be 
carried out by the national government. Some of 
the key challenges associated with ePhyto 
development in Japan are: 

International challenges: 

 cost sharing for development and 
maintenance,  

 managing responsibility for sharing any 
possible problems and losses (e.g. temporary 
system malfunctioning etc.), 

 server locations including ideas to have more 
than one server,  

 security policy (e.g. counter measures for 
divulging ePhyto data, responsibility). 
 

National challenges:  

 information sharing and agreement of the on-
going international development with 
national stakeholders, 

 cost recovery for development and operation 
of ePhyto at national level, 

 parallel operation with both ePhyto and paper 
certificate (paper operation should stay until 
all the trading partners join the hub-system, 
which may lead to less efficacy in the national 
certification process). Even after this, it be 
needed in emergencies, 

 security policy (e.g. counter measures for 
divulging ePhyto data, responsibility), 

 collaboration with other border control 
agencies (e.g. compatibility with existing 
national system),  

 legislative and operational modifications to 
incorporate the new arrangement with 
associated training. 
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Philippines 

Phytosanitary certification is one of the key 
activities associated with the National Plant 
Protection Organizations (NPPO) of any country 
where plants, planting materials and plant 
products are certified before export to be free 
from quarantine pests and diseases. This process 
usually involves visual inspection, laboratory 
analysis and quarantine treatments. Most NPPOs 
currently issue phytosanitary certificates in paper 
form for authentication at the country of 
destination.  
 
A global ePhyto network will change the usual 
process of certification from manual to electronic 
or paper-less phytosanitary certification. It will 
also expedite the process of certification, as clients 
do not have to visit NPPO offices to file 
applications. Therefore, the electronic 
certification will save time, energy and resources 
for clients and NPPOs. However, the inspection is 
still mandatory.  
 
ePhytos would also be very useful for the NPPO of 
the destination country. For instance, ePhytos will 
notify NPPOs in advance so that plant quarantine 
officers can access phytosanitary certificates 
issued elsewhere to check shipment details before 
arrival. This will also confirm the authenticity of 
the phytosanitary certificates.  

 
If funding from the government is not available, 
the NPPO of the Philippines can sustain the ePhyto 
process with the existing Sanitary and 
Phytosanitary Import Clearance (import) system, 
where the private sector (in coordination with the 
NPPO) develops the system and the importers 
maintain it through payment of processing fees. 

 
We believe that the key challenges for the 

development of ePhyto framework are:  

 hardware and software requirements to 

establish the ePhyto system. 

 training of personnel. 

 financial constraints to support the system. 

 protection of integrity of ePhyto framework. 

 

 

 

 

South Korea  

Korea endorses the “Future Roadmap” on Page 12 

of the newsletter and agrees with releasing it to 

internal and external stakeholders.  

Thailand 

Thailand expects to set up its own ePhyto 
platform within 2 -3 years as it currently uses 
hard copy processing of phytosanitary 
certification. For this purpose, the Thai 
Department of Agriculture is planning to procure 
an ePhyto exchange system in 2017. 

Malaysia 

e-Phyto global framework will facilitate trade in 
plants and plants products through secured 
information sharing between countries. It will 
improve efficiency in issuing phytosanitary 
certificates and address concerns related to fraud, 
accidental damage, and loss of certificates.  
 
Malaysia has taken initiative towards achieving 
this objective by introducing online application of 
phytosanitary certificates in March 2014. The 
implementation of this online system named “My 
Phyto” has received good and positive support 
from the industry. This system has also provided 
flexibility to stakeholders in managing their 
applications, benefitted them in time, and cost 
savings. We have implemented this system in 
West Malaysia. Further planning is currently 
underway to implement the system in East 
Malaysia.  
 
As far as the global ePhyto framework is 
concerned, we believe that the setting up of a 
suitable platform for information exchange could 
be a key challenge. 
 

Indonesia 

Indonesia supports ePhyto development in the 
region.  
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Frequently asked ePhyto 
Questions and Answers3: 

1. How can developing countries establish 
electronic certification?  

All countries need to have at least a 
manual/physical system to issue phytosanitary 
certificates with required declarations. For this 
purpose, a developing country will need to have 
an electronic certification system that has at least 
the following functionality. 

a. enter phytosanitary certificate data 
electronically. 

b. produce phytosanitary certificates (ePhytos 
including electronic and/or paper).  

c. send ePhytos. 
d. store electronic phytosanitary certificate data. 
e. receive ePhytos. 
f. decrypt ePhytos. 
g. validate the structure of the ePhyto message. 
h. read/view/print/produce “pdf” of ePhytos. 

 

2. Can I still use the hub if I don’t have an 
electronic certification system? 

To use the hub you need to have the capacity to 
produce electronic certificates (ePhytos). ESG is 
exploring options to assist countries to have this 
capacity. One option is for the IPPC to build a 
simple generic web-based system that has this 
functionality. Any country could then sign-in and 
use this web-based system. Other ‘off-the-shelf’ 
systems are also being explored (e.g. ASYCER 
developed by UNCTAD) 

3. What if my country does already have a 
point-to-point system? 

Countries with a point-to-point system will be 
able to use the hub easily. They will be able to 
transmit ePhytos to the hub if the importing NPPO 
is also using the hub, or they can transmit point-
to-point to countries with a point-to-point system.   

One advantage of the hub is that the exporting 
NPPO with a point-to-point system will not have 
to modify their system when they want to start 
sending ePhytos to a new importing NPPO.  

                                                             
3 Presented by the ePhyto Steering Group (ESG) for the 
CPM-10 held in April 2015. 

 

 

 

 

 

 

 

 

 

 

 

 

  

Key dates of future ePhyto 

activities:  

7-11 September 2015: 29th session of APPPC 
meeting in Indonesia. 

9-13 November 2015: Global ePhyto 
symposium in Korea. 

 

Commission of Phytosanitary Measure 
(CPM) activities: 
 

June 2015: CPM Bureau meeting to review 
potential CPM-11 (2016) agenda items and 
develop a draft agenda.  
 
July 2015: Draft CPM recommendation 
consultation (three months) is circulated for 
comments to contracting parties.  
 
October 2015: Bureau meeting reviews and 
finalizes the draft CPM-11 agenda.  
 
November 2015: IPPC Secretariat begins 
drafting CPM-11 papers.  
 
December 2015: Bureau teleconference - 
Reviews and comments on CPM-11 papers.  
 
January 2016: CPM papers are posted and 
information is distributed to National IPPC 
contact points regarding applying for travel 
assistance (Submission due date is around 15 
February 2016). 
 
25 February 2016: Nominations for Bureau, 
Standards Committee and Subsidiary Body on 
dispute settlement are due (submit to the IPPC 
Secretariat via FAO Regional Chair person or 
via mechanism set up for each region).  
 
4-8 April 2016: CPM-11 begins. 
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4. Is it necessary or even feasible to have 
ePhyto exchanges occurring point-to-
point between some countries and 
through a hub for other countries? 

An NPPO of an exporting country can continue 
using point-to-point exchange with some NPPOs 
while exchanging via the hub (single point 
exchange) with other NPPOs. These two exchange 
systems can exist next to each other. It could be 
beneficial to use the harmonised protocols 
developed for the exchange via the hub, and also 
for the point-to-point exchange. 

5. What is the timeline for developing the 
hub?  

The timeline is dependent on CPM decisions. Since 
CPM 10 (2015) decided to proceed with the hub it 
could be piloted by a limited number of countries 
within 18 months and depending on the extent of 
changes needed, available for wider use 6 months 
later.   
 
Once the hub has been developed and piloted, 
NPPOs can start using it as soon as the NPPO of 

_______________________________________________________ 

4 This article was taken from the IPPC website. 

 
 
the importing country has agreed to receive 
ePhytos via the hub from the NPPO of the 
exporting country. 

When electronic exchange of ePhytos first starts 
between two NPPOs it is likely they will want to 
keep using paper certificates until they have 
confidence in the electronic system. This may take 
6 – 12 months depending on the volume of trade. 
Once both NPPO’s agree and their legislation 
allows it, paper certificates could stop being 
produced and NPPOs would rely on just the 
ePhyto.  

6. What regulatory barriers may need to be 
overcome in order to use electronic 
phytosanitary certification and send 
information via a hub system? 

Each contracting party will need to assess their 
own regulatory environment to determine if there 
are impediments to sending or receiving 
phytosanitary certificate information 
electronically through the hub. These 
considerations may include: 

a. Does transmission of data through the hub 
meet national data security standards? 

b. Does legislation require paper certificates or 
are electronic certificates acceptable? 

c. Does legislation require wet signatures and 
stamps or will electronic means of 
authentication suffice? 

Each NPPO will need to decide if changes to their 
legislation or regulations are necessary before 
they can send or receive ePhytos or participate in 
the hub.  

7. Can the Hub serve as a system to notify 
non-compliances back to exporting 
NPPOs? 

The kinds of messages that can be sent via the hub 
are largely independent of the hub design. The 
ePhyto Steering Group (ESG) recommend that the 
initial design and use of the hub should be kept 
simple. This will: 

a. keep the development and operating costs 
down. 

b. maximise reliable performance. 
c. make it easier for contracting parties to use. 
d. At a later stage, more functionality could be 

added to the hub if the countries agree. 
 

Key news 

New IPPC Secretary named4  

Dr Jingyuan Xia of the People’s Republic of 

China has been named by FAO Director General 

Graziano da Silva as the next Secretary of IPPC.  

Dr Xia has a BSc in plant protection, as well as 

an MSc and PhD in entomology.  He has held 

several senior positions with Chinese 

agricultural institutions and most recently has 

been Permanent Representative and Minister 

Plenipotentiary to FAO.  Dr Xia will be taking 

over the position of Mr. Yukio Yokoi who 

resigned from the position of Secretary and has 

since taken up a position as Senior Advisor in 

the Plant Protection Division of the Ministry of 

Agriculture, Forestry and Fisheries of Japan.  

The Working Group would like to wish Dr Xia 

the very best in his new position.  

 

https://www.ippc.int/en/
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8. How are consignments in transit to be 

handled?  

Electronic phytosanitary certificates are 
exchanged directly between the NPPO of the 
exporting country and the NPPO of the importing 
country. Therefore, these electronic phytosanitary 
certificates will not accompany the consignment 
when it is in transit through another country, 
which may be the case with paper certificates. If a 
transit country has a legal requirement for a 
phytosanitary certificate being presented with the 
consignment in transit, an additional 
phytosanitary certificate, either paper or 
electronic, could be issued addressed to the NPPO 
of the country of transit.  

9. How does electronic phytosanitary 
certification interface with a trade single 
window? 

The interface with a Trade Single Window (TSW) 
is dependent on how each contracting party sets 
up its national systems for TSW and for receiving 
and processing electronic certificates that come 
either through the hub or direct from trading 
partners. Most TSWs are focused on providing a 
single place for delivery and receipt of commercial 
consignment information. They are designed to 
make the interaction between industry and 
government more efficient. However, electronic 
phytosanitary certification is predominantly a 
government to government communication – the 
provision of an official assurance from one NPPO 
to another.   

The NPPO needs to have a system which can 
receive, process, and store ePhytos. This does not 
necessarily have to be included in a trade single 
window system. It would be sensible though to 
have a strong link to it. For example the 
commercial consignment information provided by 
an importer to the government through the TSW 
should, where relevant, include reference to a 
phytosanitary certificate number. A link from the 
TSW to the NPPO’s ePhyto receiving system would 
allow the phytosanitary certificate number in TSW 
information to be validated against the 
information in the ePhyto receiving system. 

10. How will ePhytos transmitted through 
the hub be secure?  

An ePhyto will be transmitted either through a 
transmission protocol named HTTPS or through a  

 

transmission protocol named Secure SMTP. Both 
transmission protocols ensure that the message 
cannot be read during the transmission (because 
the message is encrypted during transmission).  

11. What requirements would have to be 
met prior to engaging with the hub? 

The importing or exporting NPPO would need to 
have an electronic system to create and send 
ePhytos to the hub, and to receive ePhytos from 
the hub.  

12. Will there be comprehensive security 
testing of the hub before we start using 
it? 

Yes, security testing will be an important part of 
the pre-deployment testing.  

13. What will it cost to build a hub?  

An estimate of costing in the feasibility study was 
presented to CPM in 2014. This study estimated 
the cost at between US$200,000 – 500,000.  

The IPPC ePhyto Steering Group has developed a 
technical specification for creating and managing 
an ePhyto hub. This technical specification is 
being used to request price estimates from 
potential vendors for building, hosting and 
servicing the hub. 

14. Should the importer pay the cost of 
transmission or the exporter?  

In many countries, the exporter pays the cost of 
obtaining phytosanitary certificates for their 
export consignments. This includes the cost of 
phytosanitary inspection and certificate 
production. However, in some countries the 
government pays and provides this as a service to 
the exporter. Ultimately, it’s up to each country to 
determine who will pay the cost associated with 
ePhyto and to establish appropriate legislation to 
support the decision.  

15. How can contracting parties recover the 
cost of producing and transmitting 
certificates? 

This will be dependent on the legislative 
arrangements in place within each country. Some 
contracting parties may need to establish new 
legislation or regulation to facilitate cost recovery 
for production and transmission of certificates. 
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16. What cost recovery issues are there for 

IPPC?  

Some funds will be required to:  

a. maintain harmonised terms and codes as per 
ISPM12 APPENDIX 1. 

b. pay for on-going costs of hosting and running 
the hub. 

c. pay for any future developments. 
 

These costs should be recovered from those 
countries benefitting from the service. This could 
be done by establishing prepaid accounts for each 
NPPO and debiting from the account of an 
exporting or importing NPPO $xx every time a 
certificate is received at the hub or, a fixed 
monthly or annual fee could be set for users of the 
hub. An annual fee could be graduated according 
to broad categories of volume of use. An option 
could be that countries sending less than 5,000 
certificates per year be granted free access.  

The most appropriate mechanism can’t be 
determined until the form of the necessary 
contractual relationships is clear. This may 
depend on which provider or providers are 
selected. The ePhyto Steering Group and the IPPC 
Secretariat can work with potential hub providers 
and FAO to explore options. Recommendations on 
this and other business rules will be made to the 
CPM Bureau.  

17. How can it be ensured that electronic 
transmission and the hub are not used as 
a technical barrier to trade? 

Alternative systems for exchange of certification 
data will continue to exist, e.g. paper/physical, 
point to point electronic. Establishing a 
requirement that certification could only occur via 
the ePhyto Hub mechanism would be counter to 
WTO rules and could be considered a trade 
barrier. IPPC and WTO disputes mechanisms 
would be available to contracting parties.  

Future Roadmap:  

The APPPC ePhyto Working Group chaired by 
Australia expects to undertake ePhyto 
development in pilot countries in the following 
manner. 

 A “Readiness Assessment” document, endorsed 
by the APPPC ePhyto Working Group and the 
ePhyto Steering Group, will be sent to all APPPC  

 

member countries to capture information to 
prioritise them for future ePhyto development.  

 Australia intends to identify pilot countries to 
implement the work plan and participate in the 
hub or web exchange. This could comprise two 
developing countries in 2015/16, two the 
following year (2016/17) and two more the year 
after (2017/18). 
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 4. This document will source more information 
from  

  
  

  

  

  

  

  

  

 

 
___________________________________________________________ 

5 This document will source more information from 
APPPC countries for prioritisation. Pilot countries will 
be selected after prioritisation to develop web based 
ePhyto frameworks connected to a hub over a period of 
three years. 
6 This document provides a 47 point scoring mechanism 
for short listing APPPC countries for future ePhyto 
development. 
 

Major work undertaken by the APPPC 

ePhyto Working Group: 

April 2015: 

ePhyto draft APPPC work plan titled 
“Implementing a Global ePhyto Framework into 
APPPC countries” was finalised. This work plan 
will be reviewed by the APPPC ePhyto Working 
Group in future. 

May 2015: 

a) Officers from the Department of Agriculture 
attended the APPPC working group meeting on 
planning held in Bangkok, Thailand on 11 May 
2015 to 15 May 2015. 

b) The Chair (APPPC ePhyto Working Group) 
attended the ePhyto Steering Group (ESG) 
Meeting held in Rome on 25-28 May 2015. 

c) ePhyto project plan finalised. 
d) ePhyto Readiness5 and Scoring6 documents 

finalised for prioritisation of participating 
countries. The ePhyto Steering Group endorsed 
these documents. 

e) Senior officers from the Department of 
Agriculture established an informal working 
group to share information associated with 
ePhyto development by the APPPC ePhyto 
working group.  

 

June 2015 

a) ePhyto tri-monthly newsletter titled “The 

ePAN” released to external and internal 
stakeholders. 
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 The pilot countries will be selected for ePhyto 
development on the following basis:  

 Countries that are currently exchanging. 

 Countries that are commencing exchange. 

 Countries that have hard copy processing 
(nothing started).  

 APPPC ePhyto Working Group will also consider 
the levels of phytosanitary certificate based 
trade, ability to resource the ongoing 
maintenance of an ePhyto exchange system and 
legislative (e.g. governance) and IT 
infrastructure of the pilot countries as sub-
criteria.  

 Australia will seek funding (cash or in kind) 
from the participating country for ePhyto 
development.  

 The ePhyto Working Group will contact the ESG 
and seek their agreement and recommendations 
for the proposed hub or web based system for 
pilot countries before development.  

 Department of Agriculture officials will establish 
a project/work plan with the participating 
country.  

 Australia will establish a Share point site to 
share information with the APPPC countries. 

 Department of Agriculture officials will visit the 
participating country for discussions with its 
NPPO, Country Representative, Project Manager, 
Technical Manager and key industry bodies. 

 The pilot country will develop the proposed 
ePhyto system.  

 All progress on the work plan will be reported to 
the APPPC (and ePhyto Working Group) at 
regular intervals for the benefit of all APPPC 
members to develop ePhyto exchange capability. 

 The ePhyto Working Group will invite various 
stakeholders (internal and external) to test the 
system and request their feedback.  

 The APPPC ePhyto Working Group will provide a 
report to ESG and CPM Bureau after the project 
is finalised.  

Challenges:  

The lack of funding and legislative changes 
required by some APPPC countries will be a major 
challenge for the development of an ePhyto 
system.  

 

The ePhyto Working Group will need to scrutinize 
the current phytosanitary exchange mechanisms 
in the participating countries before the new 
system is introduced.  

The NPPO/industry partnerships will need to be 
established in advance with participating 
countries to ensure the sustainability of the 
ePhyto framework after development. 

Global ePhyto workshops will need to be 
organised by the APPPC ePhyto Working Group 
every year to share technical information and 
experience with member countries. For this 
purpose, Australia will actively participate in 
hosting the Global ePhyto Symposium in the 
Republic of Korea on 9-13 November 2015. 

 

 

Further information on progress of ePhyto 
development can be obtained by contacting the 
ePhyto APPPC Working Group members in 
Australia - Mr Peter Neimanis (APPPC Chair-
ePhyto, Ph: +61 2 6272 4082; e-mail: 
Peter.Neimanis@agriculture.gov.au) or Dr Chin 
Karunaratne (Senior Project Manager–ePhyto, Ph: 
+61 2 6272 3798; e-mail: 
Chinthaka.Karunaratne@agriculture.gov.au) 

Useful web links at 

https://www.ippc.int/en/ephyto/ 

 Electronic certification (ePhyto), history 
and developments. 

 Hub service explanation for non-IT 
experts. 

 Hub service explanation for everyone. 
 Report from the APPPC ePhyto Working 

Group to CPM10. 
 A Global ePhyto Feasibility Study. 
 ePhyto: hub vs. secure letter flowchart. 
 ePhyto Factsheets. 
 ePhyto Technical Documents. 

mailto:Peter.Neimanis@agriculture.gov.au
mailto:Chinthaka.Karunaratne@agriculture.gov.au

