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Ⅰ. Phytosanitary Certificate Production 

  Phytosanitary Certificates 

are issued/received annually 

as below 

Export ReExport Import 

2011 35,073 99  96,158 

2012 34,243 131 108,147 

2013 33,108 106 111,706 
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Ⅱ. Plant Quarantine Information System 
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1. Overview 

2. E-cert System on Plant Quarantine 

3. Exchange E-cert Data 

  - Exchange procedures – Export / Import 

  - Web Services(WSDL) 

  - Business collaboration diagram 

4. Security Mechanisms 

5. Application of Appendix 1 of ISPM 12 
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Ⅲ-1. Overview 
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 Electronic phytosanitary certification is the secure and authentic 

transmission of phytosanitary certification data, including the certifying 

statement, from the NPPO of the exporting country to the NPPO of the 

importing country by electronic means. (definition ISPM12) 

 Korea e-Cert System 

① Search data of Phytosanitory Certificates on the E-cert website 

② Exchange data of Phytosanitory Certificates using SOAP method  
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• URL address : Https://ecert.pqis.go.kr 

Ⅲ-2. E-cert System on Plant Quarantine 

E-cert System has  

been developed by QIA 

since 2004. 
 

 Coverage 
-Plant 

 
 

Pilot project with           
Netherlands 

User ID, Password 

https://ecert.pqis.go.kr/
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XML  download 

Search Condition : Cert.No. / Country  … 

Ⅲ-2. E-cert System on Plant Quarantine 

Export Certificate Lookup 1 

 UNCEFACT SPS schema version : 8.0  

1 

2 
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Search Condition : Country / Cert.No.  … 

XML  download 

Ⅲ-2. E-cert System on Plant Quarantine 

Import Certificate Lookup 2 

1 

2 



Ⅲ-3. Exchange E-cert Data 
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< KR > 

< NL > 

Ⅲ-3. Exchange E-cert Data 

Exchange procedures - Import 1 
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URL(SSL) Service Name 

KR 
https://ecert.npqs.go.kr:
9480/ecertsoap/EcertSO
AP?wsdl 

1. findCertificateData(code, utc_from, utc_to) 
2. getCertificateData(ecertNo) 
 
3. accept(certNo, code, reason) 
4. reject(certNo, code, reason) 
5. request_replacement(certNo, code, reason) 

NL 

https://client-
export.minlnv.nl/CMS-
Berichtenboek-context- 
root/APEcertPort?wsdl 

1. find_certificates_by_update_date_and_status 
   (page, utc_from, utc_to, status) 
2. get_signed_official_certificate_xml 
   (shoulder_no) 
 
3. acknowledge_certificate(shoulder_no, reason) 
4. accept_certificate(shoulder_no, reason) 
5. reject_certificate(shoulder_no, reason) 
6. request_replacement_certificate 
   (shoulder_no, reason) 

Ⅲ-3. Exchange E-cert Data 

Web Services(WSDL) 2 

https://ecert.npqs.go.kr:9480/ecertsoap/EcertSOAP?wsdl
https://ecert.npqs.go.kr:9480/ecertsoap/EcertSOAP?wsdl
https://ecert.npqs.go.kr:9480/ecertsoap/EcertSOAP?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
https://client-export.minlnv.nl/CMS-Berichtenboek-context-root/APEcertPort?wsdl
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Ⅲ-3. Exchange E-cert Data 

Business collaboration diagram 3 

Initial 
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Rejected 

Request  and  
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Replaced 

Withdrawn 

Border Inspection  

- Permitted States for 

Transition 
Status Brief Description 

Approved 
The Certificate is approved by the 

Export Agency (consignor inspector). 

Acknowledged 
The Certificate is acknowledged  

as having been received by the Import  

Agency (border inspection). 

Accepted 

The Certificate is accepted by the Import 

Agency (border inspection).   This does 

not mean the acceptance of the actual   

consignment; rather it is the acceptance 

of the certificate data. 

Rejected 
The goods are refused entry by the 

Import Agency and the certificate is 

rejected 

Request  

Replacement 

When an ‘Approved’ Certificate is to be  

replaced at the request of the Import 

Agency. 

Withdrawn 
When an ‘Approved’ Certificate is 

withdrawn by the Export Agency 

Replaced 
When an ‘Approved’ Certificate has 

been replaced at the request of the 

Import Agency. 

 Change the document status of e-cert system. 



 Document Security 
    - XML Digital Signature of W3C (http://www.w3.org/2000/09/xmldsig#). 

    - Method of Sign to eCert : enveloping 

    - encryption algorithm  : both SHA1 and SHA256 are possible 

        SHA1 is used currently  

 Hash algorithm        : 1024 (http://www.w3.org/2000/09/xmldsig#rsa-sha1)  

                                          2048(http://www.w3.org/2001/04/xmlenc#sha256) 

        Signature algorithm : 1024(http://www.w3.org/2000/09/xmldsig#rsa-sha1)  

                                          2048(http://www.w3.org/2001/04/xmldsig-more#rsa-sha256) 

    - Transform Xpath : not(ancestor-or-self::Signature) 
 

 SSL (Secure Sockets Layer)  

             - Communication channel encryption 

             - authentication certificate 
 

 HTTP Authentication & Authorization 
              - HTTP Basic Username Authentication 
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Ⅲ-4. Security Mechanisms 

http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2001/04/xmlenc
http://www.w3.org/2001/04/xmldsig-more
http://www.w3.org/2001/04/xmldsig-more
http://www.w3.org/2001/04/xmldsig-more
http://www.w3.org/2001/04/xmldsig-more
http://www.w3.org/2001/04/xmldsig-more
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Ⅲ-5. Application of Appendix 1 of ISPM 12  

 Harmonized terms 
  - Mapping our code onto IPPC  Commodity code, Treatment  code. 



Action Service KR NL 

1 Find a list of 

certificates 

Find_certificate findCertificateData(code,    

utc_from, utc_to) 

findReCertificateData(code, 

utc_from, utc_to) 

find_certificates_by_update_
date_and_status(page, 
utc_from, utc_to, status) 

2 Download a list 

of certificates 

get_certificate getCertificateData(ecertNo) 

getReCertificateData(ecertNo) 

get_signed_official_certificat
e_xml(shoulder_no) 

3 Change  

the status of  

a certificate 

Put_certificate_

status 

acknowledge_certificate 
      (certNo, code, reason) 
accept(certNo, code, reason) 
reject(certNo, code, reason) 
request_replacement 
       (certNo, code, reason) 

acknowledge_certificate 
     (shoulder_no, reason) 
accept_certificate 
     (shoulder_no, reason) 
reject_certificate 
     (shoulder_no, reason) 
request_replacement_certific

ate(shoulder_no, reason) 

4 Show the status 

of a certificate 

Show_certificat

e_status 

5 Show status of   

the NECA 

Hart_beat 
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Ⅲ-5. Application of Appendix 1 of ISPM 12  

 Webservice 
  - Standardization of function names and the functionalities for both countries.  
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